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***
BEGIN CHANGES
***

5.4.3.x

Key issue #4.x: Supporting integrity protection of UP
5.4.3.x.1
Key issue details
Integrity protection of UP data between UE and core network was introduced for enhanced-GPRS for IoT devices in 3GPP Rel-13. The support of Integrity protection of UP data for enhanced-GPRS was optional in the UE but mandatory in the network. 

Such a feature for IoT devices is expected to be very useful as well in Next Generation. Especially, if the security between UE and gNB is similar to AS security in EPS, then the question could be about activating the existing integrity protection from the control plane also for user plane and about re-using existing mechanism of distributing keys, negotiate the security algorithms, refresh of security context or re-using the fields in the existing PDCP protocol. 
Support of UP integrity in gNB and device may be simple to add if its specified as a mandatory feature already in Phase 1. If the feature is added later e.g. in Phase 2, then it may become complex as legacy network nodes needs to be considered and taken care of in the solution. From deployment point of view, adding integrity protection of UP to the RAN would need to be done in phase 1. Adding such protection at upper layer may be easier later. 
Editor's Note: Its FFS whether LTE eNB’s connected to a Next Generation core should support UP integrity protection between the UE and LTE eNB as well. 
If support of UP integrity protection is introduced in gNB and devices, then it is expected that the use of UP integrity protection needs to be negotiated between the UE/device and core network in NAS layer. The core network would need to inform the gNB via NG2 interface and the UE whether to enable UP integrity protection or not.
This key issue concerns the security aspects of the support of UP integrity protection in gNB and device, and the impacts on mobility (e.g. NG2-handover procedure and Xn-handover) and Dual Connectivity. 

Introduction of UP integrity protection to gNB (using a method similar to the one used in enhanced-GPRS) could require at least the following: 

-
The UE would need to indicate the support of the UP integrity protection feature to the CN in a secure way. 

-
The CN would need to make a policy decision of activating the UP integrity for the UE. 

- 
The CN would need to inform gNBs about the policy decision. 

-
gNBs would need to indicate the usage of the feature to the UE. 

- 
gNBs would need to inform each other about the policy decision when the UE is moving or dual connectivity is activated. 

5.4.3.x.2
Security threats 

-
In lack of a secure way of indicating that the UP integrity protection shall be used, an attacker could perform bidding down attacks to disable UP integrity protection in the UE. 
5.4.3.x.3
Potential security requirements

- 
It shall be possible for the network to securely indicate to the UE that the UP integrity protection is to be used.
-
It shall be possible for the network nodes to securely inform each other about the UE's integrity protection (e.g., when the UE is moving or dual connectivity is activated).
*** END OF CHANGES ***
